Enterprise File Transfer
Gentran HTTPS

Names provided in this documentation are only examples, and
may vary from the actual names that the end-user may
encounter.

For example, Marx or Plan enrollment mailboxes will be
configured by Contract Number (H/S #) and COB mailboxes will
be configured by COBA or Voluntary ID Number.

End Users will only be able to view mailboxes for which they
have been granted access.

Version 8
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Access the “CMS Enterprise File Transfer” application by entering one of the

following URLs in your browser and pressing the <Enter> key:
Internet — https://gis.cms.hhs.gov:3443/mailbox o




Security Alert x|

= Information you exchange with this site cannat be viewed or
changed by athers. However, there iz a problem with the site's

:J. - o
zecurity certificate.

ﬂ The securty certificate iz from a trusted certifving authority,

& The zecunty certificate haz expired or iz not yet walid,

The zecurty certificate has a walid name matching the name
of the page you are tying to view.

Do pou want to proceed?

YWiew Certificate |

Security Alert x|

r&‘l Information you exchange with this site cannaot be viewed or
?. changed by athers. However, there iz a problem with the site's

zecurity certificate.

& The securty certificate was iszued by a company you hawve
riot chiosen ko bugt, Yiew the certificate to determine whether
woL want ta trust the certifving autharity,

a The zecunty certificate date iz valid.

a The zecurty certificate has a walid name matching the name
of the page you are tying to view.

Do pou want to proceed?

If you encounter either of the above security alerts when trying to access
“CMS Enterprise File Transfer”, your Verisign certificate needs updating.
To proceed follow the steps below.

1 — For the security alert on the left, type the following URL into your browser:
http://www.verisign.com/support/install2/intermediate.html

( Proceed to the following page. )
2 — For the security alert on the right, type the following URL into your browser:

https://www.verisign.com/support/verisign-intermediate-ca/

mpki-intranet-intermediate/index.html

( Skip to page 11.)
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Installing the Intermediate CA Certificate =

(Mote: Also referred to as a Server Gertificate Chain)

Copy and paste the contents in the box below
MOTE: Copy: (CTRL + C on PC, Command + C on Mac)
Paste: (CTRL + ¥ on PC, Command + ¥ on Mac)

=l

€] B | | o | I [ [ | |4 mtermet

1 — Select the text on the page that opens by clicking the “Select All” button.
2 — Press the <Cirl> + C key combination or right click on the highlighted text

and click copy, to copy the selected text to the clipboard. 4



[P New Text Document.txt - Notepad = O] =|

Eil= Edik Format Wew Help

————— BESIM CERTIFICATE————— =]
MIIDgZCCAalygawIBaglalUukhThCzOoMy+Mxdr i JupbanEgk ghk 1 GSwiBAQUFADET
MO s wC Oy DVIQGEW IV ZEXMEBUGAT UECHMOVIMWyaviNpZ24 sTE Uy yd xnzal BQrvBAST
LkmMsy>MNZIDMgUHV I bSTjIFEyawlhenk g2 vywdGTmawrhdSTwbiBEd=Rob3 1pdHkw
HRCMOT CwMDE 3MDAWMDAWWHCNMTEXMDI OMMLOTUSW ] CEU] ETMEOGATL LEC hMwwmivy
avMpZ24 gwHI1lc3agTmyod2 SywaZEXMEUGAL UEC MOV iy avNpZ24 s TE 1 Uy xMZ0x
BOrvBASTH IZTcm I TawduIE 1 udGyybmFOawsuwwhU 2wy dmvy TENBIC 0oL xho3My
MZFIMECGALUECxMAdId3LnZTcmT zawdulmiwbhSSDUFMgSwSJh3 IwlmaISIF11Z1409
TE1BQk1MSVRzIExURC40vykSmyawsz?UEWnbjcanzﬂmagkqhkiGngBAQEFAAUB
JoawdykCOyEAZ IKAGMN Y Zan0ThRrg51al TE+G L axTwoy 206 wTExbht uagPHMF WL x
vegx&uEamnuvlmWCQUA1EdkHwTHydWEEyrujIWVﬂCUDQVIUWPpMDSFPxCTUEtGlD
ofdcsvgdwRITsor+CDCVOsY+RKIGLW JwE+SIPkLICplOCT ZTngwsye 2 BCAawEAAIOE
4 ZCB4 DARPEQMNYHRMEC DASAGH S AQEAMESGEAL DT AQSMDswiOy LY IZT AY bd ROEHAGEW
kiADBgQrEgEFBQCCARY CAHROCHMEL w23 d3 cudmvyaxMNpZ24 Uy 29T LONQUZADBgMNY
HEUELTArEBggrBEgEFEQCDASY I Kwy BEEQUHAWI GCWIGSAGS+EIEAGYKYIZIAY hd ROET
ATALBQNVHQEEBAMCAQYWEQVJYIEIAVbdQgEBBAQDAQEGMDEGAlUdHWQqMCEWJqu
OCKGIShOdHASL wo i cmwudmvya=<MNpZ24 Uy 29t L3B Yy TMUY 3 1sMAOSCSgGSIh3DOER
BoUANd SEAAQETOROTANCEXPxIGIG3UNX2sZUxCM+hurPa] 0Zg+QCBEBQHMNOgY L+ b
1RPUKSYDSHENROIRFCAILEHZ2A4RKFOLASDSS /414 C3IIYChMFOI 1 9enSIeDC sk SodEw
ESEMwOMSSR2Zegl 55xFw+xmypay 50k 1 wBRrRNUDgQoxz6d 1+C2TwwFIa

————— EMD CERTIFICATE—————

[~

Close your browser window, and go to your desktop. Right click on the
desktop and move your mouse down to the menu item that says “New”.
From the menu that pops up, click the “Text Document” option. Double click
on the icon that you just created on the desktop called “New Text Document”
to open it. Go to the “Edit” menu and click on the “Paste” option,

to paste the text from the clipboard.
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1 — Go to the “File” menu and click “Save As...” to bring up the “Save As”
dialog window.
2 — Save the document as “NewCert.cer” (including the quotation marks)

and click the “Save” button. Close the text document.
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2]

General | Details | Certification Path |

-,

=—-14 Certificate Information

This certificate is intended for the Following purpose(s):

*Ensures the identity of a remoke compuker
*Proves vour identibw ko a remoke computer
=2, 16.840.1.11353735.1.7.1.1

* Refer ta the cerkification authoriky's skakement For details.

Issued bo: wweaw verisign, comCPS Incorp. by Ref, LIGBILITY
LTD. (197 YeriSign

Issued by: Class 3 Public Primary Certification authorikswy

yalid from 4/16/1997 to 10/24/2011

1 ‘ Install Certificate. . ;|  Issuer Statemnent |

I

Double click on the new icon on the desktop named “NewCert.cer”.

1 — On the screen that appears, click on the “Install Certificate...” button.



Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy cerkificates, certificate krusk
lisk=s, and certificate revocation lists from wour disk ko a
certificate store,

A, certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains inforrmation
used ko prokect daka or ko eskablish secure nebwork
conneckions, A certificate skore is the swskem area where
certificates are kept,

To continue, click Mexk,

et = cancel |

1 — Click on the “Next” button on the “Certificate Import Wizard”

dialog that pops-up.




Certificate Import Wizard x|

Certificate Store
Zerkificake stores are swskem areas where certificates are kepk.

YWindows can automatically select a certificake sktore, or wou can specify a location Far

D>+ {iitaratically seisct fhe Certificate Store Based on the bype of Cartficate

" Place all certificates in the Following skore

_erkificate store:

I Erowse, ..

< Back I Mexk = I Zancel I

1 — Click “Next” to accept the default option “Automatically select the
certificate store based on the type of certificate”.



Certificate Import Wizard

Completing the Certificate Import
Wizard

You hawve successfully completed the Certificate Impork
wizard.

You have specified the following setkings:

Zertificake Store Selecked  Aukomatically dektermined by t
Zonkenk Zertificate

< Back. I Finish I Cancel I

1 — Click the “Finish” button to complete the import of the certificate.
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Microsoft Internet Explorer @

' FEWARNING "W ARMING™ YW AR MING
e Yy

UMAUTHORIZED ACCESS TO THIS COMPUTER. IS PROHIEITED BY LAWY (REFEREMCE
TITLE 15 U.5.C., SECTION 1030},

This is a Centers For Medicare & Medicaid Services (CM3) (Operating Division of the
Depattment of Health and Human Services) computer syskem, CM3 compuker systems
are provided For the processing of Official U5, Government information. all daka
contained on CM3 compuker syskems is owned by the CM3 and may, for the purpose of
protecting the rights and property of ZM3, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by autharized
personnel, If you are nok authorized access to this swskem you musk immediately exit,
Federal, State, andfor local laws may provide criminal penalties For any person illegally
ACCESsiNg of using a Government owned of operated computer syskem,

SECURITY REQUIREMEMTS FOR AUTHORIZED USERS of CMS' COMPUTER SYSTEMS
If wou are authorized access bo a CM3 computer system, wou are subjeck bo the
requirements af the Office of Information Services' Security Handbook, The Security
Handbook incorporates Article 35 of the 2004 CMS/AFGE Master Labor Agreement,
effective June 9, 2004, which governs bargaining unit emplovees,

THERE I35 NQ RIGHT QOF PRIMACY IM THIS SYSTEM. Swstem security personnel may give
ko law enforcement officials any pokential evidence of crime found on CMS compuker
syskems,

LSE OF THIS S¥STEM BY AMNY USER, AUTHORIZED OR UMAUTHORIZED, CONSTITUTES
COMSENT TO THIS MONITORING, INTERCEFTION, RECORDING, READIMNG, COPYING
OF CAPTURING AMD DISCLOSURE,

N AR MIMGHWARMIMNGHF W ARMIMNGE

1 — Review the warning information, then click “OK” button.



2 Login - Microsoft Internet Explorer
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1 — Enter your ‘User ID’ in the first box provided.
2 — Enter your ‘Password’ in the second box provided. 12
3 — Click the ‘Sign In’ button.



Performing a Mailbox
Search

Procedure to view all mailboxes or an
individual mailbox

13



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help #

Qe - ) @ @ @ pﬁearch il‘(’Faw:urites &2 @- &} & - L)

Address | @] https:/{gis.cms.hhs.gov: 3443 {mailboxjspfMEILogin

~|
IINInnnnmmmnmme - Mailbox Search
(¥) Welcome TEST123 _
Search Options
Mailbox Search 1 Ml | v|
Mailbox Send - =
Log Out Message Mame: | |
Refresh Mailboxes Message ID: | |
Help
Creation Date:
From: ooos07-13 | 318 | |[PMm ¥
T 20050714 | (319 | (PM v A
&] Dane 2 ) Internet

1 —You can navigate to the ‘Mailbox Search’ screen at any time by
clicking the ‘Mailbox Search’ text in the left navigation menu. 14



2l Mailbox Interface MBI - Microsoft Internet Explorer
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Help
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1 — To view all mailboxes accessible with your user ID select ‘All’
from the mailbox drop down list.
2 — Click the ‘Go!” button.



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit iew Favorites Tools Help .#'
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¥ A
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M|
Search Options =
LT
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(¥) Welcome TEST123 [an
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Mailbox Search Message 1D bl 1
Mailbox Send MEST123/0UT 1 |
Log Out Creation Date: |
: |
Refresh Mailboxes : ~ =
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1 — To view files that were ‘Inbound’ to, or ‘Outbound’ from your
mailbox, select the mailbox name that ends with /IN’ or
‘/OUT’ respectively, from the mailbox drop down list.

2 — It is also possible to specify beginning and end dates to 16
further narrow your query.



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \Miew Favorikes Tools  Help

@Ba':k i @ E’j @ @ pSearch i\\?Favurites & @,

L

Address @ https: ffgis.cms. hhs.gov: 344 3 mailbox jspMEILogin

[Ty Mailbox Search Results

(¥) welcome TEST123

Extract Message Name Created Mailbox Extact Policy
T —— % TEST OB DATA a1 2005-07-14 21:03:56.0 |25 MEST123/0UT Zount
. EI TEST OB DATA b 45 2005-07-14 1625460 |25 TEST1 23N Zaount
Mailbox Send
Log Out
[terg= 1-2of2
Refresh Mailboxes
Help [teils per pacde: S0 25 50 100

< il

| B

@ Done

é ﬂ Internet

1 — Current ‘Mailbox’
2 — Message ‘Id’

3 — ‘Message Name’ (filename) 17
4 — ‘Extract’ (download) button



Downloading Files from
your Mailbox

Procedure to save files from your mailbox
to your local workstation

18



3 Mailbox Interface MBI - Microsoft Internet Explorer

File Edt Yiew Favorites  Tools  Help .#'

@Eack = l\‘} @ @ :jj pﬁearch *Favurites @ @* E# ﬂ D

Address @ https:ffgis.cms. hhs, gov: 3443 mailbogisp MEILogin

v B Lnks ®

¥ A)

CENTERS for MEDICARE & MEDICASD SERVICES

[Ty Mailbox Search Results

() welcome TEST123

Extract Message Name Id Created Size Mailbox

TEST OB DATA td 44 2005-07-14 16:25:46.0 |25 ITEST1 230N

DD
ikl

Mailbox Search

Mailbox Send Ite 1-1 aof1

Log Out

Ite PEer page: 5 1085 50 100
Refresh Mailboxes

N
-

| ~

111l | ¥

@ é ﬂ Inkernet

1 — Locate the desired file which can be found under the “Message Name”
column in “Mailbox Search Results” window.

2 — Click on the icon corresponding to the desired filename which can 19
be found under the “Extract” column header.



File Download

Do you want to open or save thiz file?

Marne: TEST OB DATA, Exk
Type: Text Document, 25 bytes

From: gis.cms. bhs.goy

Do ] |

Wehile files from the [ntermet can be uzeful, gome filez can potentially
harm your computer. [F pouw do not tust the source, do not open or
save this file. What s the ngkY

1 — Click “Save” button to save the file to your local computer.

20



Savejn: | ) CMS Inbound Data  ~<G— 1 O ¥ i G-

_E__ Marne Size  Tvpe Date Modified

My Recent
Dacuments

My Documents

File: name: TEST B DATA <G 2

tdy Metwark, Save as type: Text Document

1 — Select the desired directory in which to save the file.
2 — Enter the desired file name to name the file.
3 — Click the “Save” button.

21



Download complete

Diowwnload Complete

Saved:
TEST OB DATA.ExE From gis.cms. hhs.goy

Diownloaded: 25 bykes in 1 sec
Diowwnload ko C:\Documents and ., A\TEST IE DATA, Exk
Transfer rate; 25 bytes/Sec 2

1 omp [ Open ] lElpen Eu:ulu:ler] [ Cloze l 3

“Successful Download Message” Choose the desired option:

1 —“Open” — This will open file using software that edits “.TXT” files.

2 —“Open Folder” — This will display the file in the folder that it was placed.
3 — “Close” — This will close the Download dialog box. 22



Performing a Mailbox Send

Procedure for sending a file to a given
mailbox

23



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit “iew Fawarites Toaols  Help #

Qe - ) E‘.j @ r:«_‘:j pSearch *Favnrites & @v i} <IN

fddress @https:,l',l'gis.u:ms.hhs.g-:u'-.-':3443,l'maill:u:ux,l'jsp,l'MEILu:ugin v BYGo  Links ¥

[Ty Mailbox Send

(¥) welcome TEST123

Mailbox Send
Mailbox Search M ailbiox | w
Mailbox Send
entil Filename | [ Browse... |

Refresh Mailboxes

Help

Done é ﬁ Internet

1 —You can navigate to the “Mailbox Search” screen at any time by
clicking the “Mailbox Send” text in the left navigation menu. 24



2} Mailbox Interface MBI - Microsoft Internet Explorer
File Edit Miew Fawvorikes Tools Help #

ek - ) Ia @ i_:l_’:j pSearch *Favarites € @v i} & - [

Address @ https:figis.cms.hhs, gov: 3443 mailboxisp/MEILogin V| Go Links *

CA7S

CENTERS for MEDVCARE & MEDICAID SERVICES

Iy Mailbox Send

() welcome TEST123 ]
Mailbox Send

““i““" Search Mailbox |  TEST123/0UT _ 1

Mailbox Send - /DeadLetter 2

o ilename | TEaT97 [ EBrowse. | <@ m—
STEST1234M

Refresh Mailboxes

TEST123/0UT <t 1

@ Done é ‘ Inkernet

1 — Click on the “Mailbox” drop down menu and select the desired destination
mailbox.

2 — Click the ‘Browse...” button, or type in the file name and its path o5
to select the desired file to send.



Choose file

") HTTP TEST OE DATA _ 1

[CSJHTTP TEST IB DATA
=] TEST OB DATA

by Hecent iZMS Supplied file narne {structure )
Docurments

Desktop

i,

L

by Documents

by Compuiter

.«

My Metwork  File name: |EMS Supplied file narme [structure) Open
Flaces

Files of lype: ];'.‘-.II Files [%.7] Cancel

1 — Select the folder which contains the file (path).
2 - SeleCt the deS|red f||e (Files sent to CMS must adhere to the file naming convention provided by CMS).
3 — Click the “Open” button.



2l Mailbox Interface MBI - Microsoft Internet Explorer

File Edt ‘“iew Favaorikes Toals  Help #

Qui- © HMEA G Pwwr dyroons @ @3- & [

fddress @https:,l',l'gis.u:ms.hhs.gu:uv:3443,|'maiII:u:ux,l'jsp,l'MEILu:-gin v B¥Go  Links ¥

[Ny Mailbox Send

(®) welcome TEST123
Mailbox Send

Mailbox Search

Mailbox | TEST123/0UT (v

Mailbox Send
Log Out Filename |C:1Dncument5 and Settings\Garthdy Ducumen“_Eierae... |

Refresh Mailboxes

é ‘ Inkernet

1 — Click the “Go” button.

Help _ 1



N Mailbox Interface MBI - Microsoft Internet Explorer |:”E”g|

File Edt ‘“iew Favaorikes Toals  Help .#

Qui- © HMEA G Pwwr dyroons @ @3- & [

fddress @https:,l',l'gis.u:ms.hhs.gu:uv:3443,|'maiII:u:ux,l'jsp,l'MEILu:-gin v B¥Go  Links ¥

CENTERS for MEDICARE & MEDICARD SERVICES

NI

(®) welcome TEST123

Mailbox Search
Mailbox Send
Log Out

Refresh Mailboxes

Done é ﬁ Inkernet

1 — Click the “Refresh Mailboxes” option on the left navigation window.
2 — Perform a “Mailbox Search” (refer to section “Performing a 28
Mailbox Search” pages 20 — 24).



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help #

ek - ) @ @ r{’h pSearch *Favarites & @v i} <IN

Address @ https: |/ fais. cms.hhs.gov: 3443 mailbogjsp MEILogin V| Go  Links

¥ A)

CENTERS for MEDICARE & MEDICAID SERVICES

[Ty Mailbox Search Results

(¥) welcome TEST123
Extract Message Name Created Mailbox Extact Policy

Mailbox § h l% CMS Supplied file name T-14 20:031:87.0 |25 ITEST1230UT  |Count
g atats {structure) .t

Mailbox Send EIT%‘ TEST OB DATA b 42 2005-07-13 21:02:56.0 (25 ITEST123 Count
Log Out ‘% TEST OB DATA b 45 2005-07-14 16:2546.0 |25 TEST1230M Count

Refresh Mailboxes

Help [terms1-30f3

lterms per page: 510 25 50 100

4 Jiif ] l!

@ é ﬂ Inkernet

1 —If the “Mailbox Send” operation completed successfully, and you properly
queried for your file using the “Mailbox Search” option, you should
now see the name of your file displayed in the

“Mailbox Search Results” window. 29



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wiew Fawvorites Tools  Help .#'

ek - ) E] @ r::_‘;j pSearch *Favnrites &2 @. i} & - L)

Address | @] https:/fgis.cms.hhs.gov:3443(mailbox/isp/MBILogin v GD Links **

CA7S

CENTERS for MEDICARE & MEDICASD SERVICES

M~
NNy Mailbox Search
(¥) welcome TEST123 _
Search Options
Mailbox Search Mailbox: | v| )
Mailbox Send =
Message Mame: | |
Refresh Mailboxes Message IO | |
Help
Creatien Date:
From: |2005.07-13 | [10:55 | |[PM |v|
o loops07-14 | 1085 | [PM v |
b
https: figis. cms. hbs.gov: 3443 mailboxisplogoff . jsp é 8 Internet

1 —To log out click the “Log Out” option from the left navigation 4,
menu.
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